
To Report Fraud & Scams: 
 
)%,�,QWHUQHW�&ULPH�&RPSODLQW�&HQWHU��,&�� 
ZZZ�LF��JRY 
)HGHUDO�7UDGH�&RPPLVVLRQ 
ZZZ�IWF�JRY 
 
)RU�DGGLWLRQDO�LQIRUPDWLRQ�RQ�6FDPV�DQG�
WR� UHDG� PRUH� DERXW� WKH� YDULRXV� VFDPV�
ERWK�ROG�DQG�QHZ��JR�WR� 
ZZZ�FRQVXPHU�IWF�JRY�IHDWXUHV�IHDWXUH-
����-RQJXDUGRQOLQH 
ZZZ�DWJ�ZD�JRY 
ZZZ�DDUS�RUJ��VHDUFK�IRU�³VFDPV´� 
 
 7KHVH�VLWHV�KDYH�H[FHOOHQW� LQIRUPDWLRQ�
RQ� DOO� VRUWV� RI� VFDPV� DQG� DUH� XSGDWHG�
UHJXODUO\� 
 
,I�\RX�KDYHQ¶W�DOUHDG\�GRQH�VR��\RX�PD\�
ZDQW� WR� VLJQ� XS� IRU� WKH� 'R�1RW�&DOO�
5HJLVWU\��2QFH�RQ�WKLV�OLVW��WHOHPDUNHWHUV�
DUH� QRW� VXSSRVHG� WR� FDOO� \RX�� � <RX� FDQ�
UHJLVWHU� YLD� LQWHUQHW� ZLWK� WKH� )7&�� RU�
SKRQH� �-���-���-������ 7KLV� LV� D� IUHH�
VHUYLFH� 
 
 8QIRUWXQDWHO\�� WKHVH� VFDPV� DUH�
UDUHO\�� LI� HYHU�� VROYHG�DV� PRVW� RI� WKH�
VFDPPHUV�DUH�RXW�RI�WKH�FRXQWU\�� 
 
'R�QRW� IHHO�EDG�DERXW�KDQJLQJ�XS�RQ�
VRPHRQH� ZKR� FDOOV� \RX� ZDQWLQJ�
PRQH\��RU�SHUVRQDO�LQIRUPDWLRQ� 
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Some Tips to Remember: 
· ,I�LW¶V�WR�JRRG�WR�EH�WUXH��LW�SUREDEO\�LV� 
 
· ,I� LW� FRPHV� IURP�&DQDGD�� (XURSH�� $IULFD��

RU�$VLD��LW�LV�SUREDEO\�D�VFDP� 
 
· ,I� \RX� GLGQ¶W� HQWHU�� KRZ� FDQ� \RX�ZLQ"�

,W¶V� DOVR� LOOHJDO� WR� HQWHU� RXW� RI� FRXQWU\�
ORWWHULHV� 

 
· (QJOLVK�� JUDPPDU�� DQG� VSHOOLQJ� DUH�

XVXDOO\�YHU\�EDG��,I�WKH�SLWFK�FRPHV�LQ�WKH�
IRUP� RI� D� WHOHSKRQH� FDOO�� WKH� VFDPPHU�
PD\�KDYH�D�IRUHLJQ�DFFHQW� 

 
· (YHQ�LI�\RX�DUH�JLYHQ�D�WHOHSKRQH�QXPEHU�

DQG�DGGUHVV�� WKH� WHOHSKRQH� LV�SUREDEO\�D�
WKURZ�DZD\�FHOO�SKRQH��XQWUDFHDEOH���DQG�
WKH� DGGUHVV� LV� SUREDEO\� QRQ-H[LVWHQW���
5HPHPEHU�� WKHVH� SHRSOH� DOZD\V� ZDQW�
\RX� WR�:,5(� WKHP� PRQH\�� QRW� � PDLO� D�
FKHFN�� 

 
· 1HYHU� SURYLGH� DQ\� SHUVRQDO� LQIRUPDWLRQ��

VXFK� DV� VRFLDO� VHFXULW\� QXPEHU�� FUHGLW�
FDUG�RU�EDQN�DFFRXQW�LQIRUPDWLRQ�RYHU�WKH�
SKRQH��SDUWLFXODUO\� WR� VRPHRQH�ZKR� KDV�
FRQWDFWHG� \RX�� � &RQWDFW� \RXU� EDQN��
FUHGLW� FDUG� FRPSDQ\� RU� RWKHU� EXVLQHVV�
DQG� DVN� LI� WKH\� KDYH� UHTXHVWHG� WKLV�
LQIRUPDWLRQ� RYHU� WKH� LQWHUQHW� RU� SKRQH��
5HPHPEHU�� WKH\� DOUHDG\� KDYH� WKH�
LQIRUPDWLRQ—WKH\�GRQ¶W�QHHG�WR�DVN�IRU�
LW�DJDLQ� 

 
· 7KHVH�SHRSOH�DUH�VPRRWK��,I�\RX�UHFHLYH�D�

SKRQH� FDOO�� WKH\� ZLOO� WU\� WR� EH� \RXU� EHVW�
IULHQG� DQG� SUHWHQG� WKH\� DUH� ZRUNLQJ� LQ�
\RXU� EHVW� LQWHUHVW�� ,I� \RX� GHFOLQH� WKHLU�
RIIHU�� WKH\� PD\� WXUQ� SXVK\� DQG� QDVW\��
-XVW�KDQJ�XS�RU�GHOHWH�RU�EORFN� 

 
·  
·  



QRWLILFDWLRQ�� LJQRUH� LW�� /HJLWLPDWH� VZHHSVWDNHV�
RU� ORWWHULHV� �VWDWH� ORWWHULHV��GRQ¶W� UHTXLUH�\RX� WR�
SD\�³WD[HV´�RU�IHHV�LQ�DGYDQFH�� 

 
5HPHPEHU��� 

,I�\RX�GLGQ¶W�HQWHU�WKH�ORWWHU\�RU�FRQWHVW�� 
KRZ�FRXOG�\RX�ZLQ" 

 
“Phishing” Scams: 
 ,QWHUQHW� VFDPPHUV� FDVW� DERXW� IRU� \RXU�
ILQDQFLDO� LQIRUPDWLRQ�� WKXV�� LW� LV� FDOOHG�
³SKLVKLQJ�´� ,Q� D� ³SKLVKLQJ´� VFDP�� DQ� HPDLO� RU�
SRS-XS� ZLQGRZ�� ZKLFK� DSSHDUV� WR� EH� IURP� D�
OHJLWLPDWH� FRPSDQ\� RU� EDQN�� LQIRUPV� WKH�
UHFLSLHQW� WKHLU� DFFRXQW� PD\� KDYH� EHFRPH�
FRPSURPLVHG�RU�WKH\�KDYH�ORVW�LQIRUPDWLRQ��7KH�
UHFLSLHQW� LV� GLUHFWHG� WR� FOLFN� RQ� D� OLQN�� 7KH�
YLFWLPV� DUH� WKHQ� IRUZDUGHG� WR� D� :HEVLWH� WKDW�
DSSHDUV� LGHQWLFDO� WR� WKH� OHJLWLPDWH� RQH�� 7KH�
IUDXGXOHQW�:HEVLWH� UHTXLUHV� WKH� YLFWLP� WR� HQWHU�
SHUVRQDO� DQG� DFFRXQW� LQIRUPDWLRQ� LQ� RUGHU� WR�
YHULI\�WKHLU�DFFRXQW��7KH�YLFWLP�LV�WROG�WKDW�LI�WKH�
LQIRUPDWLRQ� LV�QRW�SURYLGHG�� WKH�DFFRXQW�ZLOO�EH�
VXVSHQGHG��7KLV� LQIRUPDWLRQ�FDQ� WKHQ�EH�XVHG�
E\� FULPLQDOV� WR� PDNH� SXUFKDVHV� RU� RSHQ� QHZ�
DFFRXQWV� LQ� WKH� YLFWLP
V� QDPH�� 6RPH� RI� WKH�
PRUH�SRSXODU�EXVLQHVVHV�XVHG�DUH�EDQNV�� 
H-%D\��3D\3DO��WKH�,56��DPRQJ�RWKHUV��� 

 
/HJLWLPDWH�EXVLQHVVHV�ZLOO�QHYHU�XVH�WKH�

LQWHUQHW�WR�REWDLQ�LQIRUPDWLRQ� 
 
Internet Auctions: 
 <RX¶YH�DGYHUWLVHG�D�FDU��ERDW��KRUVH��RU�RWKHU�
ELJ� WLFNHW� LWHP� RQ� RQH� RI� WKH� PDQ\� LQWHUQHW�
DXFWLRQ� RU� VDOH� VLWHV�� <RX� JHW� DQ� HPDLO� IURP�
VRPHRQH� ZKR� MXVW� KDSSHQV� WR� EH� RYHUVHDV�
ULJKW�QRZ��HLWKHU�YLVLWLQJ�RU�OLYLQJ�WKHUH�DQG�WKH\�
ZDQW� WR�SXUFKDVH�\RXU�VDOH� LWHP��7KH\� WHOO� \RX�
WKH\�KDYH�DQ�DJHQW�LQ�WKH�8�6��ZKR�ZLOO�SLFN�XS�
WKH� LWHP��2QFH�D� FRXSOH� RI� H-PDLOV� KDYH�JRQH�
EDFN� DQG� IRUWK�� WKH� EX\HU� VD\V� WKDW� KH� RZHV�
VRPH�PRQH\�WR�WKH�DJHQW�RU�WKH�DJHQW�UHTXLUHV�
PRQH\�XS�IURQW�WR�VKLS�RU�SLFN�XS�WKH�LWHP��7KH�

What is a Scam? 
 
 $�VFDP� LV�DQ\�PHDQV�VRPHRQH�XVHV� WR�
JHW� \RX� WR� SDUW� ZLWK� \RXU�PRQH\�� $� VFDP�
FDQ�RFFXU�RYHU� WKH�WHOHSKRQH�� WKURXJK�WKH�
PDLO�� RYHU� WKH� LQWHUQHW��RU� LQ�SHUVRQ��0RVW�
VFDPV� RULJLQDWH� IURP� &DQDGD�� (XURSH��
$VLD�� DQG� $IULFD� DQG� DUH� YLUWXDOO\�
LPSRVVLEOH� WR� VROYH� RU� GLVFRYHU� ZKR� WKH�
VFDPPHU�LV�� 
 
 %HORZ� DUH� VRPH� RI� WKH� PRUH� SRSXODU�
VFDPV�DQG�KRZ�WKH\�RSHUDWH� 
 
Lottery/Contest Scams: 
 ,W� EHJLQV� ZLWK� DQ� HPDLO�� SKRQH� FDOO� RU�
OHWWHU� FODLPLQJ� \RX� KDYH� ZRQ� D� ORWWHU\� RU�
FRQWHVW��<RX�DUH�WR�FRQWDFW�D�FODLPV�DJHQW�
WR� FROOHFW� \RXU� ZLQQLQJV�� XVXDOO\� DW� DQ�
HPDLO� DGGUHVV� RU� WHOHSKRQH� QXPEHU�� <RX�
FRQWDFW�WKH�FODLPV�DJHQW�ZKR�HLWKHU�VHQGV�
D� FODLP� IRUP� WR� YHULI\� \RXU� LGHQWLW\� ZKLFK�
\RX�PXVW�UHWXUQ�ZLWK�\RXU�SHUVRQDO�GHWDLOV�
DORQJ� ZLWK� FRSLHV� RI� \RXU� SDVVSRUW� DQG�
GULYHU¶V�OLFHQVH�WR�³YHULI\�\RXU�WUXH�LGHQWLW\´��
7KH� VFDPPHUV� QRZ� KDYH� HQRXJK�
LQIRUPDWLRQ�WR�GXSOLFDWH�\RXU�LGHQWLW\� 
 $W�VRPH�SRLQW��\RX�PD\�UHFHLYH�D�FKHFN��
XVXDOO\�D�FDVKLHU¶V�FKHFN��IRU�WKRXVDQGV�RI�
GROODUV�� 7KH� FKHFNV� DUH� XVXDOO\� RQ� 8�6��
FRPSDQLHV��HYHQ� WKRXJK� WKH�VFDP�FRPHV�
IURP� $XVWUDOLD� RU� &DQDGD�� <RX� ZLOO� EH�
DVNHG� WR� GHSRVLW� WKH� FKHFN� DQG� ZLUH� D�
FHUWDLQ� SHUFHQWDJH�� XVXDOO\� DERXW� ����� WR�
FRYHU� IHHV� DQG� WD[HV�� EHIRUH� \RXU� ELJ�
FKHFN� DUULYHV�� 7KH� FDVKLHU¶V� FKHFNV� DUH�
FRXQWHUIHLW�DQG�KDYH�QR�YDOXH�ZKDWVRHYHU��
,I� \RX� GHSRVLW� WKH� FKHFN� DQG� WDNH� FDVK�
EDFN�� \RXU� EDQN� ZLOO� DQG� FDQ� KROG� \RX�
UHVSRQVLEOH� IRU� SD\LQJ� EDFN� WKH� PRQH\�
ZLWKGUDZQ��,I�\RX�JHW�DQ\�W\SH�RI�ORWWHU\� 

EX\HU�VWDWHV�WKDW�KH�ZLOO�VHQG�\RX�D�FKHFN�
IRU� ���������� WR� ���������� RYHU� WKH�
SXUFKDVH�SULFH�RU���RU���86�3RVWDO�0RQH\�
2UGHUV� DQG� ZRXOG� \RX� SOHDVH� ZLUH� WKH�
H[FHVV� DPRXQW� WR� KLV� DJHQW�� 7KHVH�DUH�
FRXQWHUIHLW�DW�EHVW� 
 
 2QFH� WKH� ³EX\HU´� KDV� \RXU� PRQH\�� \RX�
ZLOO� QHYHU�KHDU� IURP�KLP�DJDLQ�� �'2�127��
(9(5� '(326,7� 25� &$6+� $� &+(&.�
)25� $1<7+,1*� � 29(5� 7+(� 25*,1$/�
$02817–�,W�LV�D�VFDP��� 
 
The Grandparent Scam: 
����<RX�UHFHLYH�D�³SDQLF´FDOO�IURP�\RXU�
³JUDQGFKLOG´�ZKR�FODLPV�WR�EH�LQMXUHG�RU�LQ�
MDLO��,Q�&DQDGD��,Q�RUGHU�WR�JHW�RXW�RI�WKH�
KRVSLWDO�MDLO��\RX�PXVW�ZLUH�PRQH\�WR�D�
IULHQG��7KH�VFDPPHUV�DUH�KRSLQJ�\RX�ZLOO�
VD\�VRPHWKLQJ�OLNH�³L,�WKLV�-RKQ´�RU�0DU\´�"
7KH�DVNLQJ�SULFH�LV�DQ\ZKHUH��IURP��������
WR����������9(5,)<��&DOO�\RXU�UHODWLYH�RU�
5HODWLYH
V�SDUHQWV�VSRXVH�WR�ILQG�RXW�
ZKHUH�\RXU�³JUDQGFKLOG´��RU�RWKHU�UHODWLYH�
LV��7KHVH�FDOOV�XVXDOO\�FRPH�ODWH�DW�QLJKW���
DWWHPSWLQJ�WR�FDWFK�\RX�RII�JXDUG� 
 
Work AT HOME/SECRET SHOPPER����
<RX�DQVZHU�D�KHOS�ZDQWHG�DG�IRU�D�
³ERRNNHHSHU´�WR�FDVK�DQG�GHSRVLW�FKHFNV�
IRU�RXW�RI�FRXQWU\�EXVLQHVV��<RX�ZLOO�EH�
DEOH�WR�NHHS�D�SHUFHQWDJH�RI�WKH�PRQH\�
DIWHU�\RX�ZLUH�D�FRXSOH�RI�WKRXVDQGV�
GROODUV�EDFN�WR�WKH�³EXVLQHVV´��6HFUHW�
VKRSSHU�MXVW�ZDQWV�\RX�WR�³ZLUH´�WKH�FDVK-
\RX�DUH�QRW�³VHFUHW�VKRSSLQJ´�\RX�DUH�
SURYLGLQJ�WKH�VFDPPHUV�ZLWK�WKH�PRQH\� 


